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THE CLAIMS 

A detailed listing of all of originally filed Claims 1-37 is provided below. 
Claims 11, 12, 18, 24 and 25 are currently amended. A status identifier is 
provided for each claim in a parenthetical expression following each claim 
number. 

1 . (Original) A method comprising: 
collecting entropy data; 

storing the entropy data in a nonvolatile memory; 

updating the entropy data stored in the nonvolatile memory with newly 
collected entropy data; and 

generating a string of random bits from the entropy data stored in the 
nonvolatile memory, 

2. (Original) A method as recited in claim 1 wherein the entropy 
data is collected from multiple sources. 

3. (Original) A method as recited in claim 1 wherein the entropy 
data is collected from multiple sources within a computer system. 

4. (Original) A method as recited in claim 1 wherein the entropy 
data includes data related to a processor in a computer system. 
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5. (Original) A method as recited in claim 1 wherein the entropy 
data includes data related to an operating system executing on a computer 
system. 

6. (Original) A method as recited in claim 1 wherein the entropy 
data is maintained in a protected portion of an operating system kernel. 

7. (Original) A method as recited in claim 1 wherein the method is 
executing on a system and the entropy data is inaccessible by an application 
program executing on the system. 

8. (Original) A method as recited in claim 1 wherein generating a 
string of random bits includes hashing the entropy data to generate random seed 
data. 

9. (Original) A method as recited in claim 1 wherein updating the 
entropy data stored in the nonvolatile memory includes collecting new entropy 
data at periodic intervals. 

10. (Original) A method as recited in claim 1 further including 
communicating the string of random bite to an application program requesting a 
random number. 
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11. (Currently Amended) One or more computer-readable 
memories containing a computer program that is executable by a processor to 
perform the method recited in claim 1 one or more processors, the computer 
program causing the one or more processors to: 

collect entronv data: 

store the entropy data in a nonvolatile memory; 

update the entropy data stored in the nonvolatile memory with newlv 
collected entropy data: and 

generate a string of random bits from the entropy data stored in the 
nonvolatile memory . 

1 2 ♦ (Currently Amended) A method comprising: 
receiving a request for a random number; 

retrieving* entropy data from a nonvolatile memory device , wher e in the 
entropy data that is regularly updated with newly collected entropy data; 

hashing the entropy data to create random seed data; 

generating a string of random bits from the random seed data; and 

communicating the string of random bits to the requester of the random 
number. 

13. (Original) A method as recited in claim 12 wherein the entropy 
data is collected from multiple sources within a computer system. 
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14. (Original) A method as recited in claim 12 wherein the entropy 
data includes data related to a state of a processor in a computer system and data 
related to a state of an operating system executing on the computer system. 

15. (Original) A method as recited in claim 12 wherein the entropy 
data is maintained in a protected portion of an operating system kernel. 

16. (Original) A method as recited in claim 12 wherein the random 
seed data is maintained in a protected portion of an operating system kernel- . 

17. (Original) A method as recited in claim 12 wherein the entropy 
data is inaccessible by the requester of the random number. 

18. (Currently Amended) One or more computer-readable 
memories containing a computer program that is executable by a - proc e s s or to 
perform the method rooitod in claim 12 one or more processors, the computer 
program causing the one or more processors to: 

receive a request for a random number; 
retrieve entropy data from a nonvolatile memory device: 
hash the entropy data to create random seed data: 
generate a string of random bits from the random seed data: and 
communicate the string of random bits to the requester of the random 
number. 
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19 (Original) A method comprising: 
collecting entropy data; 

storing the entropy data in a protected portion of an operating system 
kernel; and 

generating a string of random bits based on the entropy data. 

20. (Original) A method as recited in claim 19 wherein the entropy 
data is collected from multiple sources. 

21. (Original) A method as recited in claim 19 wherein the entropy 
data is inaccessible by an application program. 

22. (Original), A method as recited in claim 19 further comprising 
updating the entropy data with newly collected entropy data* 

23. (Original) A method as recited in claim 19 further comprising 
communicating the string of random bits to an application program requesting a 
random number. 

24. (Currently Amended) One or more computer-readable 
memories containing a computer program that is executable by a processor to 
perform the method r e cit e d in claim 19 one or more processors^ the computer 
program causing the one or more processors to: 

collecting entropy data: 
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storing the entropy data in a protected portion of an operating system 
jcemel; and 

generating a string of random bits based on the entropy data . 

25 . (Currently Amended) An apparatus comprising: 

a nonvolatile memory configured to store entropy data, wherein the 
entropy data stored in the nonvolatile memory is updated regularly; and 

a random number generator* coupled to the nonvolatile memory, wh e r e i n 
the random number generator utilizes the entropy data otorod in tho nonvolatile 
memory to generate strings of random bits using the entropy data received from 
the nonvolatile memory , 

26. (Original) An apparatus as recited in claim 25 wherein the 
entropy data is collected from multiple sources. 

27. (Original) An apparatus as recited in claim 25 wherein the 
entropy data is updated at periodic intervals. 

28. (Original) An apparatus as recited in claim 25 wherein the 
entropy data is maintained in a protected portion of an operating system kernel 
such that the entropy data is inaccessible by an application program. 



Received from < 509 323 8979 > at 10120/034:01:12 PM [Eastern Daylight Time] 



OCT 20 2003 13:08 FR LEE - HAYES PLL 509 323 8979 TO 17038729306 P. 09/15 



29* (Original) An apparatus as recited in claim 25 wherein the 
entropy data includes data related to a processor in a computer system and an 
operating system executing on the computer system. 

30. (Original) An apparatus as recited in claim 25 wherein the 
random number generator hashes the entropy data to generate random seed data. 

31. (Original) An apparatus as recited in claim 25 further including 
a timer coupled to the random number generator, the timer indicating when to 
update the entropy data stored in the nonvolatile memory device. 

32. (Original) One or more computer-readable media having stored 
thereon a computer program that, when executed by one or more processors, 
causes the one or more processors to; 

collect entropy data from multiple sources; 

store the collected entropy data in a nonvolatile memory; 

update the entropy data stored in the nonvolatile memory with newly 
collected entropy data; and 

produce a string of random bits from the entropy data stored in the 
nonvolatile memory. 

33. (Original) One or more computer-readable media as recited in 
claim 32 wherein the entropy data includes data related to a state of one or more 
processors. 
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34. (Original) One or more computer-readable media as recited in 
claim 32 wherein the entropy data is maintained in a protected portion of an 
operating system kernel. 

35. (Original) One or more computer-readable media as recited in 
claim 32 wherein the entropy data includes data related to a state of an operating 
system executing on a computer system. 

36. (Original) One or more computer-readable media as recited in 
claim 32 wherein to produce a string of random bits from the entropy data, the 
one or more processors hash the entropy data to generate random seed data, 

37. (Original) One or more computer-readable media as recited in 
claim 32 wherein the entropy data stored in the nonvolatile memory is updated 
with newly collected entropy data at periodic intervals. 
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